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• There are examples of other architectures such as ATM and FDDI, however, these 
are not common.   
•  
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Space 
Initially, the amount of rack space required needs to be determined. A major factor is 
whether the IXP will allow members to co-locate router equipment at the IXP. (This also 
affects considerations of telco availability - see below). Where an IXP is located in a 
commercial co-location facility, members may take (or already have) their own rack space in 
the facility, and can connect a router in their own rack space to the IXP switch infrastructure 
with an in-building (or on-campus) LAN connection. In this case the IXP may not need to 
house member routers. However, it is likely that at some stage there will be prospective 
members who do not wish to have their own presence in the facility, or the facility may 
become full. At this point the IXP will need to have adequate space to co-locate member 
router equipment. However much space the IXP expects it will need, it is common to find 
that the IXP outgrows it. Some co-lo companies will allow space to be reserved at a relatively 
low cost; this option is worth considering to accommodate future growth with the minimum 
initial outlay. 
 
If the facility does not allow member ISPs to have their own rack space, clearly the IXP will 
have to house the member router equipment, and ensure telco access to terminate member 
WAN circuits. The problems in providing adequate space and access is perhaps the major 
reason that most European IXPs have moved or expanded into commercial co-location space. 
 
Another factor for the trend towards sitting IXPs in commercial co-location facilities has been 
the increase in availability of high quality co-lo space across Europe. Many of the 
organisations providing such space did not exist when the older European IXPs were 
established but now the choice is quite wide in a reasonable number of European 
metropolitan centres, and a number of established IXPs have taken advantage of this and 
expanded into these facilities. It should be noted, however, that the expansion would appear 
to be largely in countries and regions already well served by IXPs, and not so much in the 
countries and regions where new IXPs are being formed. Several commercial co-lo companies 
had planned aggressive expansion into these areas, but the downturn in communications 
businesses would appear to have forced many of these plans to be shelved. 
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Security 
IXPs often become critical to their members' businesses, so it is important that the site of the 
IXP is as secure as possible. Commercial co-lo companies usually have sophisticated security 
systems, some elements to consider when looking for space are: 24x7 security manning, 
CCTV coverage (inside and out), and multiple level access control (site, building, room, 
rack/cage). The latter is worthy of particular consideration where the IXP is situated in shared 
rack space. Whatever security systems are in place, they need to be balanced with ease of 
access for IXP staff. Ideally, access should be available 24x7, and it worth making some effort 
to ensure co-lo staff are familiar with IXP staff. Where IXP members have equipment co-
located in the IXP consideration should be given as to whether they are allowed 
unaccompanied access. This may be acceptable and pose little risk in the early days of an IXP, 
but as members rely more and more on the IXP it is probably wise to limit access to 
accompanied visits only. 
 
Environmental control 
The co-lo space should be adequately cooled, with high quality air conditioning. Additionally, 
robust fire detection and suppression systems should be in place. 
 
Power 
Much modern switching and routing equipment has the capability of redundant PSUs. To take 
advantage of this feature the co-lo should be able to provide at least two power supplies, 
preferably from diverse parts of the electric companies supply network. There should also be 
on site generators, with battery back-up/switch over to protect against total supply failure. 
The IXP may also wish to consider having it's own non-interuptable power supply, this is 
probably most important where the co-lo company cannot satisfy the requirements above. 
 
Access to terrestrial Infrastructure 
Most existing IXPs allow members to co-locate routers at the IXP or are in a site where 
members may have their own rack space. It will be important to the members to have access 
to as many telcos as possible, therefore it is in the interest of the IXP to select a site with 
access by multiple carriers, even though this is not of direct benefit to the IXP itself. In 
situations where the telco market has not been opened to competition, it is worth discussing 
with the co-lo company their capability to allow multiple carries into the site in the future. 
There are two main factors, the physical - is there or will there be, adequate duct capacity, 
and commercial, are there any constraints on telcos accessing the site (e.g. local planning 
controls, ownership of the co-lo facility). 
 
Cabling 
Given that a large IXP is likely to have 100+ members, many with 2 or more connections to 
the IXP, consideration should be given to the amount of space available for cabling. Also, any 
conditions or requirements the co-lo company may put on cabling need to be clearly 
understood. 
 
Support 
Most commercial co-lo companies offer various levels of technical support. These services 
can be useful for the start up IXP that may not have staff available 24x7 to support the IXP. 
This can be quite an expensive option though, also the technical ability of the staff can be 
quite limited. If co-lo staff are going to be involved in support it is important that they 
understand the critical nature of the IXP, and are familiar with the role it plays in the Internet 
infrastructure. 
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Web site 
It is almost inconceivable that an active IXP would not have a web site, but the content of that web site is not always given a great deal of consideration. At the very least it 
should outline the model and principals of the IXP, the cost and conditions of joining, and contact details for the IXP operator. Obviously a web site can be a vehicle for vast 
amounts of information, and the maintenance overhead of a very large site can be high, so in a start up situation it is probably advisable to keep the content to a 
minimum, but to ensure it is current. There are, however, some services that can be provided via a web site that an IXP may wish to consider in addition to the minimum 
above. These are the provision of statistics and a 'peering matrix'. Many IXPs provide publicly available statistics on the traffic through the IXP, and whilst this is not strictly 
speaking a service to the members, it performs a useful function to advertise the importance of an IXP in the Internet infrastructure. A peering matrix, sometimes obtained 
automatically from questioning the routing databases, indicates who is peering with whom amongst the IXP members. This can be particularly useful for new members 
when considering whom they may wish to, or be able to, peer with. 
 
Mailing lists 
As mentioned above, it is extremely useful to have at least one mailing list for the IXP operators and members' operational personnel to discuss technical matters 
concerning the IXP. Many IXPs run multiple mailing lists, to discuss various aspects of the IXP. Whatever mailing list structure an IXP decides to operate it is important that 
the persons using the lists understand their use. Typically, the people on the lists will not appreciate off-topic postings or abuse of the lists. 
 
Route Collector 
As mentioned elsewhere, some IXPs provide their members with access to a router connected to the switched infrastructure that all members' networks peer with. This 
router listens to all route announcements but makes no route announcements of its own. It is often a useful fault finding tool for a member to be able to 'view' the IXP via 
this router, particularly when they do not have visibility of the exchange via their own connected router. The number of potentially available routes at the IXP can also be 
ascertained from such a device. This information can be useful when marketing the IXP to encourage new members to join. 
 
Member router co-location 
The question of whether an IXP will allow member routers to be co-located in the IXP has been discussed previously, but where this service is offered consideration should 
be given to the practical aspects. Space, power, cooling and other environmental conditions must be taken into account. Physical access to the IXP must be provided for 
installation, upgrade and maintenance. 'Out of Band' comms access may be required, involving telco circuits and terminating equipment. It may be the case that an IXP 
must offer this service due to its location - it may not be possible for members to have their own local co-lo space if the IXP is not situated in a public co-location facility. 
Also, the IXP may wish to encourage members, who do not wish to take their own space, this becomes more common when members are being solicited from regions 
remote from the IXP. Whatever the circumstances a start up IXP is recommended to consider the implications carefully. 
 
IPv6 and multicast 
Some of the longer established IXPs are offering facilities for members to use IPv6 and multicast. Currently, most IXPs offering either or both of these facilities are doing so 
on a test or trial basis, and they are provided on infrastructures independent of each other and the main IXP. As these technologies are adopted by more ISPs, (in particular 
IPv6) the implications will need to be considered by all IXPs, and whilst an IXP starting up today may not need to concern itself with this immediately it would be 
appropriate to take the potential short term developments into account. 
 
Private interconnect 
The concentration of ISP connections at an IXP can make it a very convenient place for one ISP to have a direct physical connection to another where their router 
equipment is co-located and with whom they exchange significant traffic. Some IXPs prohibit this, whilst some encourage it, so there are clearly two schools of thought. 
Prohibiting the practice will avoid any issues of responsibility for the IXP, stop any ISPs potentially taking advantage of the IXPs facilities to reduce their co-lo costs, and 
possibly encourage ISPs to peer 'publicly'. Encouraging the practice will increase management and responsibility overhead for the IXP but reduce the traffic through the 
shared switching infrastructure. (It should perhaps be noted that it might not be in the interest of a start up IXP to reduce the traffic through its own infrastructure.) At 
least one IXP also offers this service for members who do not have router equipment co-located within the IXP, but within the same co-lo facility. 
 
Route servers 
Some IXPs offer a route server facility. This is typically a device that interrogates routing registries, builds a database of the entries in the registries for the member 
networks, and provides a routing table based on this information. An IXP member's router may then build its routing table with just one peering session with the route 
server rather than taking many routing tables from all its peers. The principal aim is to reduce the processing power required in the member router connected to the IXP, 
however inconsistencies in the routing registries tend to make this unreliable. 
 
Trade association activities 
Some IXPs provide services unrelated to the exchange of Internet traffic. It is understandable that an organisation such as an IXP, involving many ISPs might well become a 
forum for debate about industry issues, but whether the IXP should actively involve itself is a contentious issue. Some ISPs will not want their membership fees spent on 
anything other than the switching infrastructure and its direct support, they will wish to take care of trade association issues via alternative means. Trade association 
activity tends to be country specific, ISPs from countries other than that in which the IXP is sited will not necessarily benefit from trade association activities. Also, where 
the membership is made up of ISPs of greatly differing sizes their requirements from a trade association are likely to be quite different, and in some cases requirements  
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may even be diametrically opposed. For these, and possibly other, reasons, the majority of IXPs actively avoid becoming involved in these activities. This being said, an IXP, 
particularly in a start up phase where it's members are of a similar size and a relatively small number, could be a focus for the ISP industry, and a useful representative of 
its constituent members. Probably the most important requirement for an IXP considering such activities is that there is a very high level of consensus amongst the 
membership, and that the activities are reviewed regularly to reflect the change in members' requirements as the IXP grows. 
 
Multiple site access 
Many European IXPs have expanded to provide access to their switched infrastructure on multiple sites in a given Metropolitan area. Whilst it is unlikely that a start up IXP 
will need, or be able, to do this, the growth of the market place and the expansion of co-location facilities would suggest that a new IXP would be advised to keep up to 
date with potential new sites. 
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Management 
The person or persons responsible for overall management of the IXP will usually 
combine technical, administrative and management skills, and as mentioned, may 
well have been involved in the start up of the IXP. The person(s) will need a good 
understanding of the role of an IXP, its relationship with the member ISPs, and the 
IXPs place in the global Internet infrastructure. A good manager will also be able to 
guide and advise the member ISPs in the best way to build and develop the IXP, whilst 
recognising the members needs. A manager must be aware of the legal and 
bureaucratic aspects of running the IXP. 
 
Engineering and technical support 
As the IXP becomes more important and critical to the members' operations, high 
calibre network engineers will be required to maintain the IXP. Engineers may be 
recruited from member ISPs, (member ISPs may be happier to see a good engineer 
move to an IXP rather than a competitor!), other ISPs, or possible other IXPs. It is 
quite unlikely that a candidate with little or no exposure to core IP networks would be 
suitable as a first engineer. However, high quality network engineers are not a 
common commodity, and as the IXP grows consideration should be given to training 
engineers in house. This adds to overhead of course, and it could be several months 
or more before an engineer is competent to have technical access to all aspects of 
the IXP. One role such a 'junior' engineer may be suitable for fairly quickly is first line 
technical support, as and when the demands on the skilled engineering staff are such 
that the more mundane duties can be delegated. 
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Office/admin 
There will come a point as the IXP grows that the clerical and administrative duties 
will occupy a full time role. This is unlikely to be a simple secretarial role, and 
candidates should have some understanding of the role of the IXP and the 
peculiarities of an IXP compared with a normal commercial organisation. A first 
employee in this position should be an 'all rounder', possibly combining 
administrative with human resource and accounting skills 
 
Sales and marketing 
Whilst to some extent ISPs will find the IXPs they wish to join for themselves, it can 
be very useful to have staff dedicated to growing and marketing the IXP. Some ISPs 
may not be aware of the existence of the IXP; some may not fully understand the role 
of the IXP. Sales and marketing staff can also accelerate the joining process by 
assisting new prospective members in gaining membership. It is preferable, but by no 
means essential, that persons in these roles have some technical knowledge about 
the IXP, certainly they need to understand the role of an IXP, but it is quite feasible for 
in job training to provide this knowledge. 
 
Future roles 
As with any organisation that experiences continual growth staff in more specialised 
roles may be considered at some point. These roles are probably not appropriate to 
the start up IXP, or even the medium to large established IXP, but some roles that 
existing IXPs have employed specialised staff in are: systems administration, 
webmastering, human resources, public relations, financial control and legal 
representation. 
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The IXP Members list would ideally contain at least the following information: 
•Member’s name 
•Member’s website for more information 
•Member’s ASN. 
•Member’s port(s) size at the IXP 
•Member’s peering policy 

 
• Amount of traffic being exchanged at the IXP 

•The industry standard seems to based around providing a daily graph that 
displays five minute averages of the aggregated public IXP traffic.  
• A history of this traffic is also of interest to most potential participants as it 
shows an IXP's recent and past growth trends. 

 
•Technical Setup and Rules 
•In order to give potential participants a clearer picture of what your IXP looks like; 

•the network topology and switches in use; 
•where you are located; 
•what rules may apply in connecting to your IXP 
•what traffic may or may not be exchanged over the peering infrastructure, 
•Provide a detailed technical set-up area on the website. 

 
• Connection Costs 

•how much costs to peer at your IXP 
•Does your IXP have a one time connection fee or membership fee? 
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•Are there annual membership fees associated with your IXP? 
•How much do you charge for the various speed ports on your switches? 
•Do you charge these fees monthly, quarterly or annually?  
•Are the participants expected to pay in advance or in arrears? 
•What exactly do your fees include? 
•A clear breakdown of all costs involved is extremely beneficial to any 
potential participant. 

 
• Connection Procedure 

•Your IXP may have particular joining requirements such as having an ASN 
• Must be a legal entity in the country, etc 
• Terms and conditions 
• Articles of Association 
• online application form 
• Duration it will take to get his application approved 
• when he connect to the switch 
• when and how he can start peering and take part at the IXP as a participant 
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IXP staff 
 
The IXP website can be an extremely useful tool and an efficient manner for your staff 
to communicate the latest developments with one another. As your IXP grows you 
will not only have engineers that will find the use of the website practical, but also 
administrators, financial personnel, management, marketing and possible others. 
Thus the website could be used to display information on participant application 
PROCESS, participant's ports, their contact details, invoicing details and the payment 
status, staff contact details and almost anything else that your staff wish to access 
from a central data point from anywhere in the world. 
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