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AFRICAN UNION CONVENTION ON CYBER SECURITY
AND PERSONAL DATA PROTECTION
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PREAMBLE
The Member States of the African Union:
Guided by the Constitutive Act of the African Union adopted in 2000;

Considering that this Convention on the Establishment of a Legal Framework for
Cyber-security and Personal Data Protection embodies the existing commitments
of African Union Member States at sub-regional, regional and international levels to
build the Information Society,

Recalling that it aims at defining the objectives and broad orientations of the
Information Society in Africa and strengthening existing legislations on Information
and Communication Technologies (ICTs) of Member States and the Regional
Economic Communities (RECs);

Reaffirming the commitment of Member States to fundamental freedoms and
human and peoples’ rights contained in the declarations, conventions and other
instruments adopted within the framework of the African Union and the United
Nations;

Considering that the establishment of a regulatory framework on cyber-security and
personal data protection takes into account the requirements of respect for the rights
of citizens, guaranteed under the fundamental texts of domestic law and protected
by international human rights Conventions and Treaties, particularly the African
Charter on Human and Peoples' Rights;

Mindful of the need to mobilize all public and private actors (States, local
communities, private sector enterprises, civil society organizations, the media,
training and research institutions, etc.) for the promotion of cyber security;

Reiterating the principles of the African Information Society Initiative (AISI) and the
Regional Action Plan on the Knowledge Economy (ARAPKE);

Aware that it is meant to regulate a particularly evolving technological domain, and
with a view to meeting the high expectations of many actors with often divergent
interests, this convention sets forth the security rules essential for establishing a
credible digital space for electronic transactions, personal data protection and
combating cybercrime;

Bearing in mind that the major obstacles to the development of electronic
commerce in Africa are linked to security issues, particularly:

a) The gaps affecting the regulation of legal recognition of data
communications and electronic signature;
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b) The absence of specific legal rules that protect consumers, intellectual
property rights, personal data and information systems;

c) The absence of e-services and telecommuting legislations;

d) The application of electronic techniques to commercial and
administrative acts;

e) The probative elements introduced by digital techniques (time stamping,
certification, etc.);

f)  The rules applicable to cryptology devices and services;
g) The oversight of on-line advertising;

h) The absence of appropriate fiscal and customs legislations for electronic
commerce;

Convinced that the afore-listed observations justify the call for the establishment of
an appropriate normative framework consistent with the African legal, cultural,
economic and social environment; and that the objective of this Convention is
therefore to provide the necessary security and legal framework for the emergence
of the knowledge economy in Africa;

Stressing that at another level, the protection of personal data and private life
constitutes a major challenge to the Information Society for governments as well as
other stakeholders: and that such protection requires a balance between the use of
information and communication technologies and the protection of the privacy of
citizens in their daily or professional lives, while guaranteeing the free flow of
information;

Concerned by the urgent need to establish a mechanism to address the dangers
and risks deriving from the use of electronic data and individual records, with a view
to respecting privacy and freedoms while enhancing the promotion and development
of ICTs in Member States of the African Union;

Considering that the goal of this Convention is to address the need for harmonized
legislation in the area of cyber security in Member States of the African Union, and
to establish in each State party a mechanism capable of combating violations of
privacy that may be generated by personal data collection, processing, transmission,
storage and use; that by proposing a type of institutional basis, the Convention
guarantees that whatever form of processing is used shall respect the basic
freedoms and rights of individuals while also taking into account the prerogatives of
States, the rights of local communities and the interests of businesses; and take on
board internationally recognized best practices;

Considering that the protection under criminal law of the system of values of the
information society is a necessity prompted by security considerations; that is
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reflected primarily by the need for appropriate criminal legislation in the fight against
cybercrime in general, and money laundering in particular;

Aware of the need, given the current state of cybercrime which constitutes a real
threat to the security of computer networks and the development of the Information
Society in Africa, to define broad guidelines of the strategy for the repression of
cybercrime in Member States of the African Union, taking into account their existing
commitments at sub-regional, regional and international levels;

Considering that this Convention seeks, in terms of substantive criminal law, to
modernize instruments for the repression of cybercrime by formulating a policy for
the adoption of new offences specific to ICTs, and aligning certain offences,
sanctions and criminal liability systems in force in Member States with the ICT
environment;

Considering further that in terms of criminal procedural law, the Convention
defines the framework for the adaptation of standard proceedings concerning
information and telecommunication technologies and spells out the conditions for
instituting proceedings specific to cybercrime;

Recalling Decision Assembly/AU/Decl.1(XIV) of the Fourteenth Ordinary Session
of the Assembly of Heads of State and Government of the African Union on
Information and Communication Technologies in Africa: Challenges and Prospects
for Development, held in Addis Ababa, Ethiopia from 31 January to 2 February 2010;

Taking into account the Oliver Tambo Declaration adopted by the Conference of
African Ministers in charge of Information and Communication Technologies held in
Johannesburg, South Africa on 5 November 2009;

Recalling the provisions of the Abidjan Declaration adopted on 22 February 2012
and the Addis Ababa Declaration adopted on 22 June 2012 on the Harmonization of
Cyber Legislation in Africa.

HAVE AGREED AS FOLLOWS:

Article 1
Definitions

For the purposes of this Convention:
AU means the African Union;
Child pornography means any visual depiction, including any photograph, film,

video, image, whether made or produced by electronic, mechanical, or other means,
of sexually explicit conduct, where:
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a) the production of such visual depiction involves a minor;

b) such visual depiction is a digital image, computer image, or computer-
generated image where a minor is engaging in sexually explicit conduct
or when images of their sexual organs are produced or used for primarily
sexual purposes and exploited with or without the child's knowledge;

c) such visual depiction has been created, adapted, or modified to appear
that a minor is engaging in sexually explicit conduct.

Code of conduct means set of rules formulated by the processing official with a
view to establishing the correct use of computer resources, networks and the
electronic communication of the structure concerned, and approved by the
protection authority;

Commission means the African Union Commission;

Communication with the public by electronic means refers to any provision to
the public or segments of the public, of signs, signals, written material, image, audio
or any messages of any type, through an electronic or magnetic communication
process;

Computer system means an electronic, magnetic, optical, electrochemical, or other
high speed data processing device or a group of interconnected or related devices
performing logical, arithmetic, or storage functions, and includes any data storage
facility or communications facility directly related to or operating in conjunction with
such device or devices,

Computerized data means any representation of facts, information or concepts in a
form suitable for processing in a computer system;

Consent of data subject means any manifestation of express, unequivocal, free,
specific and informed will by which the data subject or his/her legal, judicial or treaty
representative accepts that his/her personal data be subjected to manual or
electronic processing;

The (or this) Convention means the African Union Convention on Cyber-security
and Personal Data Protection;

Critical Cyber/ICT Infrastructure means the cyber infrastructure that is essential to
vital services for public safety, economic stability, national security, international
stability and for the sustainability and restoration of critical cyberspace;

Cryptology activity means all such activity that seeks to produce, use, import,
export or market cryptology tools;
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Cryptology means the science of protecting and securing information particularly for
the purpose of ensuring confidentiality, authentication, integrity and non-repudiation;

Cryptology tools means the range of scientific and technical tools (equipment or
software) which allows for enciphering and/or deciphering;

Cryptology service refers to any operation that seeks to implement cryptology
facilities on behalf of oneself or another person;

Cryptology services provider means any natural or legal person who provides
cryptology services;

Damage any impairment to the integrity or availability of data, a program, a system,
or information;

Data controller means any natural or legal person, public or private, any other
organization or association which alone or jointly with others, decides to collect and
process personal data and determines the purposes;

Data subject means any natural person that is the subject of personal data
processing;

Direct marketing means the dispatch of any message that seeks to directly or
indirectly promote the goods and services or the image of a person selling such
goods or providing such services; it also refers to any solicitation carried out through
message dispatch, regardless of the message base or nature, especially messages
of a commercial, political or charitable nature, designed to promote, directly or
indirectly, goods and services or the image of a person selling the goods or
providing the services;

Double criminality (dual criminality) means a crime punished in both the country
where a suspect is being held and the country asking for the suspect to be handed
over or transferred to;

Electronic communication means any transmission of signs, signals, written
material, pictures, sounds or messages of whatsoever nature, to the public or a
section of the public by electronic or magnetic means of communication;

Electronic Commerce (e-commerce): means the act of offering, buying, or
providing goods and services via computer systems and telecommunications
networks such as the Internet or any other network using electronic, optical or similar
media for distance information exchange;

Electronic mail means any message in the form of text, voice, sound or image sent
by a public communication network, and stored in a server of the network or in a
terminal facility belonging to the addressee until it is retrieved;
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Electronic signature means data in electronic form which are attached to or
logically associated with other electronic data and which serve as a method of
authentication;

Electronic signature verification device means a set of software or hardware
components allowing the verification of electronic signature;

Electronic signature creation device means a set of software or hardware
elements allowing for the creation of an electronic signature(s);

Encryption means all techniques consisting in the processing of digital data in an
unintelligible format using cryptology tools;

Exceeds authorized access means to access a computer with authorization and to
use such access to obtain or alter information in the computer that the accesser is
not entitled so to obtain or alter;

Health data means all information relating to the physical or mental state of the data
subject, including the aforementioned genetic data;

Indirect electronic communication means any text, voice, sound or image
message sent over an electronic communications network which is stored in the
network or in the recipient's terminal equipment until it is collected by the recipient;

Information means any element of knowledge likely to be represented with the aid
of devices and to be used, conserved, processed or communicated. Information
may be expressed in written, visual, audio, digital and other forms;

Interconnection of personal data means any connection mechanism that
harmonizes processed data designed for a set goal with other data processed for
goals that are identical or otherwise, or interlinked by one or several processing
official(s);

Means of electronic payment refers to means by which the holder is able to make
electronic payment transactions online;

Member State or Member States means Member State(s) of the African Union;
Child or Minor means every human being below the age of eighteen (18) years in
terms of the African Charter on the Rights and Welfare of the Child and the United
Nations Convention on the Rights of the Child respectively;

Personal data means any information relating to an identified or identifiable natural
person by which this person can be identified, directly or indirectly in particular by
reference to an identification number or to one or more factors specific to his/her
physical, physiological, mental, economic, cultural or social identity;
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Personal data file means all structured package of data accessible in accordance
with set criteria, regardless of whether or not such data are centralized,
decentralized or distributed functionally or geographically;

Processing of Personal Data means any operation or set of operations which is
performed upon personal data, whether or not by automatic means such as the
collection, recording, organization, storage, adaptation, alteration, retrieval, backup,
copy, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination and locking, encryption, erasure or
destruction of personal data;

Racism and xenophobia in information and telecommunication technologies
means any written material, picture or any other representation of ideas or theories
which advocates or encourages or incites hatred, discrimination or violence against
any person or group of persons for reasons based on race, colour, ancestry, national
or ethnic origin or religion;

Recipient of processed personal data means any person entitled to receive
communication of such data other than the data subject, the data controller, the sub-
contractor and persons who, for reasons of their functions, have the responsibility to
process the data;

Secret conventions means unpublished codes required to implement a cryptology
facility or service for the purpose of enciphering or deciphering operations;

Sensitive data means all personal data relating to religious, philosophical, political
and trade-union opinions and activities, as well as to sex life or race, health, social
measures, legal proceedings and penal or administrative sanctions;

State Party or State Parties means Member State(s), which has (have) ratified or
acceded to the present Convention;

Sub-contractor means any natural or legal person, public or private, any other
organization or association that processes data on behalf of the data controller;

Third Party means a natural or legal person, public authority, agency or body, other
than the data subject, the controller, the processor and the persons who, under the
direct authority of the controller or the processor are authorized to process the data.

e
S Ty

¥

e SR TR

= ¢ T T




T e e A

AN R A P R BT

CHAPTER |
ELECTRONIC TRANSACTIONS

Section I: Electronic Commerce

Article 2
Scope of application of electronic commerce

States Parties shall ensure that e-commerce activities are exercised freely in
their territories except

a) Gambling, even in the form of legally authorized betting and lotteries;
b) Legal representation and assistance activities;

c) Activities exercised by notaries or equivalent authorities in application of
extant texts.

Without prejudice to other information obligations defined by extant legislative
and regulatory texts in African Union Member States, State Parties shall
ensure that any person exercising e-commerce activities shall provide to
those for whom the goods and services are meant, easy, direct and
uninterrupted access using non-proprietary standards with regard to the
following information:

a) Where a physical person is involved, the provider shall indicate his/her
name and where it is a legal person, its corporate name; its capital, its
registration number in the register of companies or associations;

b) Full address of the place of establishment, electronic mail address and
telephone number;

c) Where the person is subject to business registration formalities or
registration in the national directory of businesses and associations, the
registration number, the share capital and corporate headquarters;

d) Where the person is subject to taxes, the tax identification number;

e) Where his/her activity is subject to a licensing regime, the name and
address of the issuing authority, and the reference of the authorization;

f)  Where the person is member of a regulated profession, the applicable
professional rules, his/her professional title, the African Union State
Party in which he/she was granted such authorization, as well as the
name of the order or professional body with which he/she is registered.

Any natural or legal person involved in e-commerce activities, even in the
absence of contractual offers, provided the person has posted a price for the
said activities, shall clearly and unambiguously indicate such a price,
particularly where it includes taxes, delivery and other charges.
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Article 3
Contractual liability of the provider of goods and services
by electronic means

E-commerce activities are subject to the law of the State Party in whose territory the
person exercising such activity is established, subject to the intention expressed in
common by the said person and the recipient of the goods or services.

Article 4
Advertising by electronic means

L. Without prejudice to Article 3 any advertising action, irrespective of its form,
accessible through an online communication service, shall be clearly
identified as such. It shall clearly identify the individual or corporate body on
behalf of whom it is undertaken.

2. The conditions governing the possibility of promotional offers as well as the
conditions for participating in promotional competitions or games where such
offers, competitions or games are electronically disseminated, shall be clearly

spelt out and easily accessible.

3. State Parties shall prohibit direct marketing through any kind of indirect
communication using, in any form, the particulars of an individual who has not
given prior consent to receiving the said direct marketing through such

means.

4. The provisions of Article 4.2. above notwithstanding, direct marketing by
electronic mail shall be permissible where:

a) The particulars of the addressee have been obtained directly from

him/her,
b) The recipient has given consent to be contacted by the marketing

partners;
c) The direct marketing concerns similar products or services provided by

the same individual or corporate body

8. State Parties shall prohibit the transmission, for the purposes of direct
marketing, of messages by means of any form of indirect electronic
communication without indicating valid particulars to which the addressee
may send a request to stop such communications without incurring charges
other than those arising from the transmission of such a request.

6. State Parties undertake to prohibit concealment of the identity of the person
on whose behalf the advertisement accessed by an online communication

service is issued.

{am\
1
w T
A

S S SRR

TN AE

s P




